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FCI wants to clarify that until today all electronic devices presented for 
testing to FCI, are tested based on the FCI International Minimum Re-
quirements v.2017.2.

Any approval of FCI regarding iCloud systems are also based on the 
version 2017.2, in particular on chapter 4.2 Security of network opera-
ting ETS, as mentioned hereafter:

ETS - General 

In current ETS, (optional) interfaces in the loft system are applied as add-ons, providing 
communication gates with several peripherals used by the fancier (printer, pc, mobile 
phone, internet adapters, ...). These interfaces can only be used for transferring data to 
other device or platforms. They can never be used to modify race data or to give infor-
mation about secret codes, see also § 3.4.7. 

In many countries, large distances between fancier and club ask for facilities offered by 
a network (UMTS, Internet), providing control and uploading of race data to a network 
server. ETS are already on the market, using a network for transmission and storage of 
race data. This option offers online race results (basketing and clocking lists), which can 
be remote- controlled, processed or evaluated by the fancier via the Internet. More op-
tions, using Internet (Time) servers, are already on the market. 

ETS - Security 

Security in network operating ETS is based on: Authorization, Authentication and Ac-
counting. In the ETS architecture, Authorization and Authentication must be covered by 
encryption and unique device-ID’s. Accounting means, e.g., detecting fraud by software 
(checks on time intervals, loft antenna location, suspicious arrival times, etc.). 

Internet options offer several functionalities and ask for hardware and software interface 
modules added to the loft system. These are subject to fraud, specifically by experts in 
the fields of pc-software and data communication. This is the reason why minimum re-
quirements must be fulfilled to ensure integrity of remote race results for official use and 
to maintain minimum reliability and availability of the fancier’s ET. 

An ETS provided with software for network facilities, must still be able to securely clock 
pigeons and regular strike-off races in the club according the requirements, without nec-
essary use of the network. 

In network mode, the time stamps generated in the ET shall be derived from the RTC of 
the ET. Synchronization may take place with Internet Time, eventually with redundant 
GPS-time. When Internet Time is used as master time, deviations in the time stamps of 



the ET and the master time shall be logged. The deviations can be used for building a 
relative time table (see § 3.5.1), keeping track of the deviations of the RTC in the ETa-
gainst the master time. The RTC of the ET cannot be synchronized with an external clock 
or Internet Time when a race is active. 

Network interface hardware or adapters in the loft system are not allowed to perform 
clocking of pigeons. Temporary storage of clocking data can take place in such interface 
devices, but these flight data are not for official use. The ET is responsible for the stor-
age of clocking data, for official use when necessary. 

All data uploaded from the ET to the network system must be protected such, that the 
network system is able to detect manipulation of that data. This security function needs 
an Internet connection, enabling a server to verify authenticity of messages from the loft 
system. 

The interface and hardware between the ET and a network server, must protect stored 
clocking data in the server against modifications by an unauthorized user of the loft sys-
tem. 

The ET shall provide additional event logging concerning the transmission of data to the 
network server, such as time of connect, log on, disconnect, ... The events shall be stored 
in the ET such that these data cannot be modified by an unauthorized user. 

The ETS with network facility shall always need to basket pigeons in the club on a regu-
lar club antenna. On-line facilities of the ETS shall leave the continuous clocking functi-
onalities and physical protections unchanged (§ 3.4.8, 3.5.2). 

An ETS using network facilities must apply FCI-certified electronic chiprings. Regular 
use of Hitag-S transponders or more advanced technologies are preferred. 

Reliability 

Reliability of network operating systems maybe a problem nowadays. Cyber attacks 
(criminals) leave software chaos and damages Internet. Internet of Things are vulnera-
ble to attacks which could have negative effect on integrity of flight data communicated 
via Internet. !
The ETS manufacturer must use available tools to prevent compromising flight data, ei-
ther from direct attacks on the system or from side-effects of cyber-attacks. 

Loft system – Interfaces 

The manufacturer’s webserver for storage and evaluation of race results, is protected by 
Internet Protocols, considered to offer state-of-the-art security. The loft interface bet-
ween ET and the network shall provide security, using standard authentication and cryp-
tographic protection. Crypto keys shall be protected when an attempt is made to tamper 
with the ET or interface module. 



The interface to a gateway or the Internet cannot be used to modify race data in the ET, 
neither to give information about secret codes or effect change of the ET-clock (RTC). 

An interface or adapter in a loft system for transmission of data to a network, shall pro-
vide physical and logical protection as required in the ET (§ 3.4.3 and 3.5.1). One-way 
communication from the ET to a network is important. 

When the ET is in ‘network mode’, race- and clocking data is transmitted from the ET to 
an Internet server, via an Internet router or UMTS to a gateway. During clocking, the ET 
should preferably stay connected to the network. 

When the loft system is partly made virtual, i.e., its function is established in the server, 
the loft antenna or (continuous) clocking device should always be connected (logged in) 
to the server when a race is active. 

When the ET is disconnected from the network, either by the fancier or caused by net-
work failure, the ET must be able to continue clocking and be taken to the club for 
strike-off, as long as flights are active. 
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